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Mail Handling Protective Security Advice for Elected Representatives and Potential Candidates within Scotland

Following a number of recent “white powder” incidents within Scotland where elected officials have received suspicious packages through the mail containing powder, this opportunity is taken to remind you of some basic guidance and advice which should be adhered to in such circumstances.

Please see the attached PDF entitled “Mail Handling – White Powder”, which contains appropriate guidance in relation to mail handling and “white powder” incidents and the following links to the Centre for the Protection of National Infrastructure (CPNI) giving further information, which may be of use.

www.cpni.gov.uk/possible-indicators
www.cpni.gov.uk/action-upon-discovery-any-suspicious-delivered-item
If you have any specific concerns regarding security, please contact your local Police Scotland Division for assistance, or contact 101 or 999 in an emergency.
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Mail Handling – Possible Threats 
 


• Lone Actors  


 


• Disgruntled (former) Employees / Customers 


 


• Hoaxers 


 


• Terrorist Groups 


 


• Domestic Extremists 


 


 


 







Mail Handling – Equipment You 
May Need (ref post rooms) 


 


• A bladed (preferably non metallic) letter opener. 


• An emergency pack (e.g. first aid kit, eye wash, bottled 
water). 


• An emergency check list to assist first responders. 


• A coloured warning marker (to clearly indicate the 
location of the suspect mail). 


• Detailed building plans to assist Emergency Services. 


• Emergency contact number sheet. 


• “Danger Do Not Enter” (or similar) signs and means of 
fixing it to doors. 







Mail Handling-Types of Letters 


• Threatening 


 


• Explosives 


 


• Incendiary 


 


• Sharp 


 


• Offensive 


 


• Chemical, Biological or Radiological (CBR) 


 







Possible Indicators That A Delivered Item 
Might Be Of Concern 


 


 


 


 


 


 


 


  


 


 


 


 


 


 


 


  


       


      Many of these indicators are quite general. 
One alone will not necessarily constitute a 
cause for concern. Their individual relevance 
will vary with context. The following 7 S‟s 
should be considered … 


      Size 


       Shape  


                Sender 


                Stamp 


                        Seal  


                              Stain  


                                    Smell 
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Generic Actions on Discovery of 
Suspicious Item 


• Place the package on the nearest horizontal firm surface. 


 


• Do not touch or move the package further (make no attempt 


to open it). 


 


• Call 999, provide Police with key information, and maintain 


telephone contact with the Police. 







Key information for Police 


• WHAT – what is the item? 


• WHERE – where is it? 


• WHEN – when was it discovered? 


• WHY – why is it suspicious? 


• WHO – who‟s handled the item? 







Mail Handling-  
Explosive / Incendiary Devices 


 
• Unlikely to detonate due to rough handling 
 
• Unless delivered by courier unlikely to contain timing device 
 
• Likely to detonate upon opening / removal of or from packaging 







• Place on firm / flat surface 


• Do not touch or move the item further 


• Instruct any staff to vacate the room and do not allow 


additional staff to enter 


• Do not use a mobile telephone within 15 metres of the 


suspect device  


• Leave the room, leave door open and affix „Danger Do Not 


Enter‟ sign to door. 


• Call 999 and provide Police with 5 „Ws‟ and maintain 


contact with Police 


• If required – evacuate building (be guided by Police, EOD) 


• If building not evacuated, remaining occupants should be  


reassured by actions taken. 


Actions:- Explosive / Incendiary Devices 







Chemical, Biological, Radiological              
  (White Powder) 
Difficult to provide a definitive list of CBR indicators due to 


the diverse nature of materials involved. Some may include: 


 


• Unexpected granular, crystalline or finely powdered material. 


• Unexpected sticky substances, sprays or vapours. 


• Unexpected odours. 


• Sudden onset of illness or irritation of skin, eyes or nose. 
 







Chemical, Biological or Radiological  
Actions if Unopened 
•   Place on firm / flat surface. 


•   Do not touch or move the item further. 
•   Immediately turn off air conditioning and fans. 
• Immediately close all windows and doors. 
• Prevent other persons from entering the room. 
• Call 999 and provide Police with 5 W’s and maintain contact with 


Police 
• Leave room, close door, affix Danger Do Not Enter sign on door 
• Move to a safe location close to the incident but separate from other 


staff thereby reducing the risk of cross-contamination 
• Follow Police / Fire and Rescue Service instructions regarding health 


and safety / decontamination advice. 
 
  







Chemical, Biological or Radiological  
Actions if Opened 
•   Place on firm / flat surface. 


•   Do not touch or move the item further. 
•   Immediately turn off air conditioning and fans. 
• Immediately close all windows and doors. 
• Prevent other persons from entering the room. 


•  Call building supervisor by phone and recommend immediate evacuation of  
the  building. 


•  Call 999 and provide Police with 5 W’s and maintain contact with Police. 


•  Limiting the risk of cross-contamination is a priority. Anyone in the room 


       when the suspect package was discovered must remain in the room and  


       only leave when instructed by the Police / Fire and Rescue Service. 


•  Follow Police / Fire and Rescue Service instructions regarding  


       decontamination. 


 


 
  






